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permission of Hikvision. Unless otherwise stitedt, Hikvision does not make any warranties,

guarantees or representations, express or implied, regarding to the Manual.

About this Manual

This Manual is applicable tdMS4200 Client Software

The Manual includes instructions for using and managingtbduct. Pictures, charts, images and
all other information hereinafter are for description and explanation only. The information
contained in the Manual is subject to change, without notice, due to firmware updates or other

reasons. Please find the latestrsion in the company websitatfp://overseas.hikvision.com/er)/.

Please use this user manual under the guidance of professionals.
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BUSINESS INTERRUPTIBGN,@sS OF DATA OR DOCUMENTATION, IN CONNECTION WITH THE USE

OF THIS PRODUCT, EVEN IF HIKVISION HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
REGARDING TO THE PRODUCT WITH INTERNET ACCESS, THE USE OF PRODUCT SHALL BE WHOLLY AT
YOUR OWN RISKS. HIONSSHALL NOT TAKE ANY RESPONSIBTOR ABNORMAL OPERATION,

PRIVACY LEAKAGE OR OTHER DAMAGES RESULTING FROM CYBER ATTACK, HACKER ATTACK, VIRUS
INSPECTION, OR OTHER INTERNET SECURITY RISKS; HOWEVER, HIKVISION WILL PROVIDE TIMELY
TECHNICAL SUPPORT IF REDQU

SURVEILLANCE LAWS VARY BY JURISDICTION. PLEASE CHECK ALL RELEVANT LAWS IN YOUR
JURISDICTION BEFORE USING THIS PRODUCT IN ORDER TO ENSURE THAT YOUR USE CONFORMS THE
APPLICABLE LAW. HIKVISION SHALL NOT BE LIABLE IN THE EVENT THAT THIS PROBUCT IS USED
ILLEGITIMATE PURPOSES.

IN THE EVENT OF ANY CONFLICTS BETWEEN THIS MANUAL AND THE APPLICABLE LAW, THE LATER
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Chapter 1 Overview

1.1 Description

iVMS4200 is aversatilevideo management softwarr the DVRs, NVRs, IP cameras, encoeaérs
It provides multiple functionalities, iheding realtime live view, video recordm remote search and
playbackalarm receivingetc., for theconnecteddevices to meet the needs of monitoring taskith
the flexible distributed structure and easy-use operations, the client softwarevgdely applied to
the surveillance projects of medium or small scale.

This user manual describes the function, configuration and operation steps of4ZMBsoftware.
To ensure the properness of usage and stability of the software, please refer to ttemtohelow
and read the manual carefully before installation and operation.

1.2 Running Environment

Operating SystemMac OS X 19.to 10.2
CPU3.00 Ghantel DualCore or above
Memory: 1G or above

Video CardNVIDIA Geforce 94QfF above
GPU:256 MB or above

1.3 Function Modules

Control Panel of iVM&200:

,. IVMS-4200 a-8x

g Control Panel

v, [RSES—_
= B &
i \ i
2 |t \
Main E-map Event Remote Group Log
View Search Playback Management Search
Account Smm’g: Stream
Management Management Server Ma... Media Ser...
£
A
s ) v
e
Camera lem
Settings Configuration
Main View: Viewing live video and performing related operations
(e.g., capture, recording, PTZ control, etc.).
Alarm Event v 7 B
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Menu Bar:

@ Client File System View Tool Help

. Click to view theclient version and view thg
About Client . .
Client manageablaevice quantity.
Quit Client Click to exit the client.
: Enter the Capturgageto select the folder location o
Open Captured Picture ) )
the exported captured picture file (s).
Enter the video player and select the folder location|
File Open Video File the exported video file (s), You can also capt
pictures during the playing of the video file.
: Enter the Log Filpageto select the folder location o
Open Log File i
the exported log file (s)
Lock Lock screen operatios. Log in the client again t
oc
unlock.
Switch User Switchthe login user
System ; : . -
System Configuration | Open the SysterConfiguration page.
Import Configuiration File | Import client configuratiorfile from your computer.
Export @nfiguration File | Export client configuratiofile to your computer.
1024*768 Displaythe window at size of 1024*76Bixels
1280*1024 Displaythe window atsize 0f1280*1024pixels
Most Adaptive Screen | Displaythe window inmost adaptivemode.
Vi Control Panel Enter Control Panglage
iew
Main View OpenMain Viewpage
Emap OpenEmappage
Event Search Open Event Search page.
RemotePlayback Open Remotélaybaclkpage
Group Management Open theGroup Managemenpage
Camera Settings Open theCamera Settingage
AccountManagement Open the Account Management page.
Device Management Open the Device Management page.
Tool Storage Server
Open theStorage Server Managemepage
Management
Stream Media Server )
Open theStream Media Server Managemeudge
Management
Device Arming Control | Set the arming status of devices.
Open Wizard Open the guide for the clierdonfiguration.
Help Click to open the User Manual; you can also open
User Manual ]
User Manual by pressirfglon your keyboard.

The iVM#&1200 client software is composed of the following function modules:

5 TheMain Viewmodule provides live view of network cameras and video encoders, @
\

supports some basic operations, such as picture capturing, recording, PTZ control,

5
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TheE-map module provides the dispying and management ofieaps hot regions and
hot spots.

TheEvent Searcimodule provides searching and playing back the alarm video file of
motion detection and alarm input

TheRemote Playbacknodule provides the search, playback, exporvioieo files.

TheGroup Managementnodule provides dding, modifying, or deletingthe camera
groups andimporting/exporting camerago the groups

ThelLog Searcimodule provides the query of system log files and the log files can beg
filtered by different types.

TheAccount Managementnodule provides the adding, modifyingnd deleting of user
accounts and different permissions can be assigned for different users.

TheDevice Managemenmodule provides the adding, modifying@deleting of
different devices

TheStorage ServeManagementmodule provides dding, modifying, or deletingthe
storage server

TheStream Media Server Managementodule provides dding, modifying, or deleting
the stream media server

T

TheCamera Settingsodule provides @nfiguringcamera parameters (e.g., image
quality, recordng schedule, motion detection, etc.).

i

TheSystem Configuratioomodule provides the configuration tifie general parameters
(e.g., saving path of files, alarm sound, Email, etc.).

Thefunction modulesare easily accessed by clickthg navigation button®n the control panebr by

selecting thefunction modulefrom the View or Toolmenu.

1.4 Updates Instruction

Multiple newly-designed functions are offered in the latest iVMIZO0 client software. You cayet a

brief view of the updates instruction from the following contents.

5

Add Device via Hi#Connect Domain

Support adding deviceia HikConnect Domain.

View Online Status after Adding Device

Support viewing the online status after adding devices.

PerformLive View and Playback in Full Screen Mode

Support viewing live video and playing video files in full screen mode.

Customize Window Division for Live View and Playback

Support setting a custom window division for live view and playback.

Auto-change StreanType

Support switching stream type automatically.

Encrypt for Emalil

Support setting encryption for email.

Improve Security

Encrypt the database sensitive information.

6
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Chapter 2 User Registration and Login

For the first time to us&/MS4200 client software, you resl to register a super user for login
Seps:
1. Input the super user name and password.
We highly recommend you to use a strong password to ensure your data security.
2. Confirm the password.
. (Optional) @eckEnable Autelogin checkboxo log into the software automatically.
4. ClickRegister
Then, you can log ito the software as the super user.

Register Administrator

Please create a super user before proceeding.

Super User:

Password:

Confirm:

[ Enable Auto-login

Register Cancel

, A user name cannot contain any of the following characters* ? d<>|. And the length
of the password cannot be less than 6 characters.

, For your privacy, we strongly recommend changing the password to something of your own
choosing (using a minimum of 8 characters, including upper case letters, lower case letters,
numbers, and special characters) in order to increase the security of npalurcph

, Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or eneuser.

When opening iVM&200 after registration, you can logtmthe client software with the registered
user name and password.

Seps:

1. Input the user name and password you registered.

2. Optionally, checlenable Autelogin checkboxo log into the software automatically.

3. ClickLogin
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User Name: admin ~

Password: [

[ Enable Auto-login

Login Cancel

After running the client softwarea wizard willopento guide you to add the device and do some
basic settings.

Welcome to the iVMS-4200 client software.

This wizard helps you add device to the software and import the added devices into a group.

Enter Wizard Cancel

ClickEnter Wizardo start the wizard and add the device, or clicincelo exit the wizard.
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Chapter 3 Device Management

3.1 Adding the Device

Purpose:

After running the iVM&200,you can add thelevices including network cameraf)VRs, NVRstc.,
to the client for the remote configuration and management, such as live view, playback, alarm
settings, etc.

Perform the following steps to ¢er the DeviceManagementpage

Click 22 on the controlpand, or clickTools>Device Managemento open the Device
Management page.

€ Add & Modify 7 Delete 4 Remote Configuration  Show Online Devices

Nickname IP address Serial No. Security Net Status
camera 10.13.35.144 DS-2CD5066G... Weak
IP dome 10.15.6.250

3.1.1 Activating Device

Purpose:
For some devices, you are required to create the password to activate them before they can be
added to the software and work properly.
Note: This function should bsupporied by the device.
Steps:
1. Enter theDevice Management page
2. Inthe device listcheck the device status (shown Securitycolumn)and select an inactive
device.
Or you can clickhow Online Devicelgutton to openthe following page
All the online devices are displayed in the device list.
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Show Online Devices

Index  Added Device Type Security P Port Seri
o001 No DS-7932N-K4 Active 1017137240 8000 DS- WACAddress:
002 No DS-KHB301-A  Active 10.17.437.250 8000 DS SoftwareVersion:  |v3.4.82build 170517
003 No TVR4508HD Active 10.17.137.107 8000 TVR Device ID
004 No TVN1004cS Active 10.17.137.243 8000 TVN
DS-7932N-K41620161230CCRR7028192
005 No DS-2DF8B23IV-A  Active 10.17.137.245 8000 Ds-
006 No DS-2CD2712F .. Active 10.17.137.229 8000 Ds-
oo7 No DS-20F7286-A  Active 10.17.137.248 8000 Ds-

008 No DS-3E1328 Active 10.17437.188 8000  DS- |pagdress: [orm1z72e0
009 Mo DS-2DM71201-A  Active 10.17.137.253 8000 Ds- Subnet Mask W
010 No DS-2DE4182-A3  Active 10.17.137.247 8000 DS§-

Port 8000

Please Input Administrator Password:

Modify

4] T Restore

Refresh every 155 Activate Select Device Exit

3. Slect theinactivedevice
4. dickActivateto openthe Activationpage
5. Create a password in the password field, and confirm the password.

STRON®ASSWORRECOMMENDEMWe highly recommend you create a strong passwird
your own choosing (using a minimum of 8 characters, including upper case letters, lower case

letters, numbers, and special characters) in order to increase the security of your pfottiict
we recommend yw reset your password regulargspeciallyin the highsecuritysystem,
resetting the password monthly or weekly can better protect your product.

Activate

User Mame: admin

Password:

5. You can

wo kinds ofthem containe

Confirm Password:

OK Cancel

6. ClickOKto create the password for the device.
AdThe device is activatedwindow pops up when the password is set successfully.
After activating the device, the Safe Status of the device will turdiive.
In the Show Online Deviceage select the activated device and you can edit its network
parameters
Note: This functim is onlyavailableon the Show Online Devicegindow. You carchange the device
IP address to the same subnet with your computeou need to add the device to the software.
Steps:
1. Change the device IP address to the same subnet with your computer ¢ifying the IP
address manually.
2. Editthe subnet mask and port No. according to the actual needs.

10
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3. Input the passwordaet in step 4 and cliddodify to complete the network settings

3.1.2 Adding Online Devices

Purpose:

The active online devices in the same local subnet with the client software will be dispiahed
ShowOnline Devicg page You can click thRefreshevery 15s button to refresh the information of
the online devices.

Add Single Device

Seps:
1. ClickShowOnline Devicedutton to openShow Online Devices window
All the active online devices in the same local subnet with the client software will be displayed
2. Selectone device
Note: For theinactivedevice, you need to create the password for it before you can add the
device properly. For details, pleassfer to Chapter3.1.1 Activating Device
3. ClickSelect Deviceand clickOKin the popup windowto openAdd Devicavindow.

Add Device

(s IPMDomain (" Hik-Connect (" 1P Server (" HIDDNS

Nickname: [

Address [1047.137.240

Port [sunu

User Name: [

Password: [

f? Export To Group

Show Online Devices Add Cancel

4. Input the required information.
Nickname:Edit a name for the device as you want.
Address:Input the devic& IP address. The IP address of the device is obtained autafhaiic
this adding mode.
Port: Input the device poriNo.. The default value 8000
User Nameinput the device user name. By default, the user nansaigin
Passwordinput the device password.

The password strength of the device can be checkéldebftware. For your privacy, we
strongly recommend changing the password to something of your own choosing (using a
minimum of 8 characters, including upper case letters, lower case letters, numbers, and special
characters) in order to increase the seyuof your productAnd we recommend you reset your
password regularlyespeciallyin the highsecuritysystem, resetting the password monthly or
weekly can better protect your product.

11
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5. (Optional) @eckExport to Groupcheckbox to create a group by thewce name.
All the channels of the device will be imported to the corresponding group by default.
6. ClickAddto add the device.

Add Multiple Devices

Steps:
1. ClickShow Online Devicelutton to openShow Online Devices window
All the active online devicem the same local subnet with the client software will be displayed
2. Selectdevices you want to add
Note: For theinactivedevice, you need to create the password for it before you can add the
device properly. For details, please refeitGhapter3.1.1 Activating Device
3. ClickSelect Deviceand clickOKin the popup windowto openAdd Device window

Add Device

User Name: [

Password: [

P Export To Group

Add Cancel

4. Input the required information.
User Nameinput the device user name. By default, the user nanaisin
Passwordinput the device password.

A

The password strength of the device can be checked byftvease. For your privacy, we
strongly recommend changing the password to something of yoaraheosing (using a
minimum of 8 characters, including upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your prodimnd. we recommend you reset your
password regularlyespeciallyin the highsecurity system, resetting the password monthly or
weekly can better protect your product.

5. (Optional) @eckExport to Groupcheckbox to create a group by the device name.
All the channels of the device will be imported to the corresponding group by default.

6. ClickAddto add the device.

Modify Network Information

In the Show Online Devicegage select the activated device and you can edit its network
parametersin the Network Info area.

Steps:

1. Change the device IP addressbnet mask, and port Naccording to the actual needs
2. Input theadministratorpasswordof the device

3. dickModify to complete the network settings

Reset Devic®assword
12
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You can reset the device password in the Show Online Depags
According to the different devices, tsdftwareprovidestwo different methodsfor restoring the
default passworar resetting the password
Slect the device from the list, clidkestore
Option 1:
If the window withsecurity code &ld pops up, input the security code, and then you can restore the
default password of the selected device.
Note: The security code is returned after you send the serial No. of the device to the manufacturer.
Option2:
If the window with import file and expofile buttons, password and confirm password field pops up,
follow the steps below to reset the password:
1. ClickeExportto save the device file on your PC.
2. Send the file to our technicahngineers
3. Ourtechnicalengineer will send you a file to you.
Clickimport button and select the file sent by thechnicalengineerand import it.
Input new passworidh text fieldsof Passwordand ConfirmPassword
5. ClickOKto reset the password.

A\

The password strength of the device can be checked byftvease. Foryour privacy, we

strongly recommend changing the password to something of your own choosing (using a
minimum of 8 characters, including upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your pchddnd we recommend you reset your
password regularlyespeciallyin the highsecuritysystem, resetting the password monthly or
weekly can better protect your product.

3.1.3 Adding Devices by IP or Domain Name

Seps:
1. Inthe Device Managememiage dick Addto openAdd Devicevindow.
2. SeleciP/Domainas the adding mode.

(e IP/Domain (" Hik-Connect IP Server HIDDNS
Nickname:
Address:
Port: >5000
User Name: [
Password:
[V Export To Group

Show Online Devices Add Cancel

3. Input the required information.
13
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Nickname:Edit a name for the device as you want.

Address:Input the devic@ IP address or domain name.

Port: Input the device poriNo.. The default value 8000

User Nameinput the device user name. By default, the user nanaisin
Passwordinput the device password.

A\

The password strength of the device can be checked byftvease. For your privacy, we
strongly recommendhanging the password to something of your own choosing (using a
minimum of 8 characters, including upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your prodirad. we recommend you reset your
password regularlyespeciallyin the highsecuritysystem, resetting the password monthly or
weekly can better protect your product.

4. (Optiona) theckExport to Groupcheckboxo create a group by the device name.
All the channels of the device will beprted to the corresponding group by default.

5. ClickAddto add the device.

3.1.4 Adding Devices by HikConnect

Purpose:

You can add the devices which have been added to th&€bBiilnect account to the client.

Before you start:Add the devices to Hi€onnectaccount via H#Connect firstSee theUser Manual
of HikConnect Mobile Clierior details.

Steps:

1. Inthe Device Managememiage dick Addto openAdd Devicevindow.

2. SelectHik-Connectas the adding mode.

Add Device

(" IPDomain (s Hil-Connect 1P sener (" HIDDNS

Please login Hik-Connect account.

Country/Region: usa 2

Login

Show Online Devices Add Cancel

3. Select thecountry or region
4. ClickLoginto enter the Login page.
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Hik-Connect x

5. Input the HikConnect account and password.
6. dickLoginto log into your account.
All the devices added in this account will display.

Note: The account information will keep 7 days. After 7 days, you are required to log in to the
account again.

Add Device x

(" IP/Domain (® Hik-Connect (" IP Server (" HIDDNS
Current Account hec1122 Logout | Refresh  Scarch . Q
[ Nickname P Serial No. Addec
[~ Ds 658660) DS 2C... Yes
[ Ds 162418) DS VR... Yes
[ Ds| 1594) NV 34... No

User Name: Password:

[+ Export to Group

Show Online Devices Add Cancel

Check the checkbox(es) to select the device(s).
8. Input the user name and password of the selected device(s).
9. (Optiona) CheckExport to Groupcheckboxo create a group by the device name.

All the channels of the device will be imported to the corresponding group by default.
10. ClickAddto add the devicEs).

3.1.5 Adding Devices by IP Server

Steps:
1. Inthe Device Managememiage dick Addto openAdd Devicevindow.
2. SelectlP Serveas the adding mode.

15
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IP/Domain (" Hik-Connect ® IP Server (" HIDDNS

Nickname:
Server Address:
Device ID:
User Name:
Password:
[V Export To Group

Show Online Devices Add Cancel

3. Input the required information.
Nickname:Edit a name for the device as you want.
Server Addresdnput the IP addressf the PC that installs the IP Server
Device IDinput thedevice IDregistered on the IPe8ver.
User Nameinput the device user name. By default, the user nanaigin
Passwordinput the device password.

A\

The password strength of the device can be checked byftvease. For your privacy, we
strongly recommend chaivgpg the password to something of your own choosing (using a
minimum of 8 characters, including upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your prodirad. we recommend you reset your
passvord regularlyespeciallyin the highsecuritysystem, resetting the password monthly or
weekly can better protect your product.

4. (Optiona) theckExport to Groupcheckboxo create a group by the device name.
All the channels of the device will lmaported to the corresponding group by default.

5. ClickAddto add the device.

3.1.6 Adding Devices by HIDDNS

Steps:
1. Inthe Device Managememiage dick Addto openAdd Devicevindow.
2. SelectHiDDNSs the adding mode.
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3.

5.

(" IPDomain (" Hik-Connect (" IP Server ( HIDDNS
Nickname [
Senver Address: [wwwmk-umme com
Device Domain Name: [
User Name: {admm
Password, [ ----------
F Export To Group
Show Online Devices Add Cancel

Input the required information.

Nickname:Edit a name for the device as you want.

Server Addresswww.hik-online.com

Device Domain Namdnput the device domain name registered on HIDDNS server.
User Name Input the device user name. By default, the user nanagliain

Password Input the device password.

The password strength of the device can be checked byftvease. For your privacy, we

strongly recommend changing the password to something of gauarchoosing (using a

minimum of 8 characters, including upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your prodirad. we recommend you reset your
password regularlyespeciallyin the highsecuritysystem, resetting the password monthly or
weekly can better protect your product.

(Optiona) theckExport to Groupcheckboxo create a group by the device name.

All the channels of the device will be imported to the corresponding group by defaul

ClickAddto add the device.

3.2 Group Management

Purpose:

Theencodingdevices addedhouldbe organized into groups for a convenient management. You can

get the live view, play theideo files, and do some other operations of the device through the group.

Before you start:

Encoding evices need to be added to the client software for group management.

dick 3 on the Control Panebr you can clicRool->Group Managemento enter the Camera
Grouppageas follows.
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Select Device Group
@ Add £ Modify 10 Delete

Q 17210.18.129 )&
= [ 10.33.3.159 ~
Q) 10.333.159 B s @ 10.33.3.159_Camera01
& 10.33.3.159_Camera02
& 10.33.3.153_Camera03
< @& 10.33.3.159_Camera04
@ 17210.18.125 B &\~ S apead dome -

£ 10.16.6.126

0 10.16.6.126

L4
_ Import
Import All

Adding Group

Seps:

1. ClickAddon the Group List on the righd open the Add Grougvindow:.
2. Input a group name as you want.

3. ClickOKto add the new group to the group list.

Name:

OK Cancel

Importing Camerato Group

Seps:
1. Inthe Select Device panel on the left, click to select the device antthtimebnails of the
cameras of the device will be displayed below.
Note: You can clicikhdd Deviceo add a new device. For details, referGhapter3.1 Adding the
Device
2. Select the thumbnails of theameras
You can doubleclick the thumbnail of the camera to view the live video of the camera.
3. Select a group from the group list.
Clickimport to import the séectedcamerago the group.
You can also clidknport All to import all thecamerago the selected group.
Note: Up to64 camerascan be added to one group, angh to 1024camerador all the groups

are allowed in total.
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The following buttons aravailable on theselectDevicepanel

Modify Modify the connection parameters of the device.
Delete Delete the device.
Refresh Refresh the latest information of addeadmeras.

Create a groupnamed asdevice nameand import the
Export to Group device to group

Remote Configuration | Open the Remote Configuration window of the device.
A Fold All/ExpandAll Collapse/Expandll the thumbnails otameras
FoldExpand Collapse/Expand the thumbnails cdmera

Modifying the Group/Camera

After adding the group and importing the camera to the groypu can edit the group name and the
imported camera name as desired.
Steps:
1. Select the group/camera fromhie group list on the right, and clidkodify,
or doubleclick the groupéameraname toopenModify Group/Cameravindow.
2. Edit the grouptamerainformation, including the group/camera name, tereamtype, etc.
3. ClickOKto save the new settings.

RemovingCamerasfrom the Group

Seps:
1. dick to lect theimported camerafrom the group list.
2. dickDeleteto remove the camera from the group.

Deleting the Group

Seps:
1. Select the group in the Group list on the right.
2. ClickDelete, and clickOKin the popup window to confirm the deleting.
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